1.3.2

The 44th Symposium on Information Theory
and its Applications (SITA2021)
Nishinomiya, Hyogo, Japan, Dec. 8-10, 2021

HRERS AV CHESFRE

Privacy-preserved Speech Transmission

by Using Visual Cryptography
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Abstract— Visual cryptography that share secrets into
multiple share images and prevent from restoring secrets by
using insufficient share images has been rapidly improved
because of a numerical optimization. In the speech process-
ing field, sound source separation is a difficult problem espe-
cially when the number of observation channels is smaller
than the number of sources. We exploit the difficulty of
this problem and propose a privacy-preserved speech com-
munication method that uses visual cryptography to extract
secret message from mixed signals that contains secret mes-
sage and many interference signals.
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1: SDR [dB] of mixed signals and masked signals
(testA).
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2: Spectrogram of a restored mask (testA).
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3: Spectrogram of restored mask (testA, EVCS).
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4: Spectrogram of a share mask (testA, EVCS).
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5: SDR [dB] of mixed signals and restored signals
(testA).
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6: SDR [dB] of mixed signals and restored signals
(testA,EVCS).
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7: SDR [dB] of mixed signals and masked signals
(testB).

Frequency[Hz]
w - w
(=} (=] Q
=1 S S
o 5] G

N
o
=]
=]

=
=]
=1
=1

o

] 1 2 3 4
Timels]

8: Spectrogram of a restored mask (testB).
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9: Spectrogram of restored mask (testB, EVCS).
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11: SDR [dB] of mixed signals and restored signals
(testB).
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12: SDR [dB] of mixed signals and restored signals
(testB,EVCS).

10— 20
5 )
215
= z
30 £
x > 10
o
2 5 s
£
X 5
R a
10 %)
A5 0
12 3 4 5 6 12 3 456
source id source id

13: SDR [dB] of mixed signals and restored signals

after local convolution (testA).
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14: SDR [dB] of mixed signals and restored signals

after local convolution (testB).
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15: SDR [dB] of mixed signals and restored signal-
safter local convolution (testA,EVCS).
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16: SDR [dB] of mixed signals and restored signals
after local convolution (testB,EVCS).
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